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Abstract

Biometric authentication has been broadly applied in computer security, law enforcement,
banking, etc since the 2000s. However, the biometric recognition algorithms claim to have
high performance but the performance is not good to enough to work practically in each and
every case. The algorithms sometimes require a huge amount of training data. In particular,
fingerprint sensors sometimes fail to recognise the person or take time to judge whether the
person is authorised or not. It may be the problem of sensor lens or it may have been the
algorithm it is trained on. We propose an approach to solve these problems using Generative
Adversarial Networks(GAN) which are considered to be the best generative model in terms
of image generation and style transfer. Our aim is to determine a mapping between two fin-
gerprint domains such that low-quality fingerprint images could be converted to high-quality
ones of the same subject which could be done by CycleGAN. We propose using Siamese
loss in addition to the cyclic loss in the CycleGAN to improve the results. Qualitative results
are presented for different GAN models and different datasets. Quantitative results of fin-
gerprint matching using trained Siamese Network and Minutiae Cylinder code demonstrate
the superiority of our approach.

Keywords: Generative Adversarial Network, CycleGAN, Siamese Network, fingerprint

matching
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Chapter 1

Introduction

The world around us is a three-dimensional environment containing enormous amount of
information. Generative models are an essential part of Artificial Intelligence which can
help us to understand and analyse data. They are a powerful unsupervised learning technique
and have achieved immense success in the recent years. We train a generative model by
providing it large amount of data of some domain. They aim to learn true data distribution
of training data so as to produce new data points with some variety.

These days from smartphones to hostel attendance systems different fields are using
biometric authentication. With the advent of new technology, the computation power is
increasing exponentially which computer scientists take advantage of and develop faster al-
gorithms every year. The biometric systems are not perfect and vulnerabilities in them have
been exploited in the past. They have been vulenrable to presentation attacks - vulnerable to

someone using a biometric data to match as someone else.

-

Fig. 1.1: An image from the Iris Dataset

In this project we propose a neural-network based method using Generative Adversarial

Networks for synthesizing biometric data with the two purposes - to transform fingerprints



from one domain to another and to provide the industry with a large biometric dataset to test

biometric recognition algorithms and improving the security level of biometric systems.

1.1 Motivation

We know that personal authentication is an essential social requirement. From smartphones
to attendance systems, personal authentication is implemented everywhere. The authenti-
cation systems which have been developed previously are either token or knowledge based,
hence they only provide limited protection. Biometrics can be considered as an option as
they are easy to use and hard to deceive.

Biometric security systems were proposed long back. However, it has got the attention of
researchers lately. New biometric encoding and processing algorithms have been developed
but haven’t gone considerate testing due to lack of availabilty of datasets. This has lead to
not-so-secure security systems which could be bypassed by various attacks using synthetic
biometric data.

Fingerprints and iris scans are commonly, and increasingly, used for authentication in a
large variety of systems, from doors to workstations and smartphones. But they are poten-
tially vulnerable to presentation attacks. Due to the demand for quick matches, low cost, and
the decreasing space left for sensors in mobile system, presentation attacks are potentially
practical, if a method for generating useful synthetic biometric data can be found.

Sometimes we observe that our fingerprints don’t authenticate on the first time when we
try a new scanner. This is because fingerprint recognition algorithms are built for a particular
sensor. If we recorded our fingerprint on a low cost sensor, it may save less information or
different information in the database with some noise and when we scan our finger on a
high cost sensor it won’t match to the fingerprint stored in the database because the features
extracted don’t match. It is possible that some intruder can may benefit from this flaw.

In crime scenes, the police force try to find any fingerprints. The fingerprints at the crime
scenes are the type of latent fingerprints which can be extracted using magenetic powder.
These fingerprints are difficult to match. If we could somehow convert them to different

form the problem could be solved.



1.2 Objective

The aim of the project is to achieve Inter-Sensor Fingerprint Domain Adaption using Gen-
erative Adversarial Network(GAN). We would also generate huge quantity of high quality
synthetic biometric images. The images could be used as a biometric dataset by the re-
search community to test newly-designed algorithms and to improve biometric systems.
The dataset could also be used in deep hashing algorithms. A proper analysis would be
performed by caluclating matching scores of real and generated images to understand the
efficacy of the proposed approach. The fingerprint analysis would be done by two methods -
firstly, finding similar minutiae and calculating similarity and secondly by calculating scores

from a Siamese network trained on fingerprints.



Chapter 2

Background and Related Work

2.1 Generating Synthetic Images

2.1.1 Earlier Approaches

Synthetic iris images were first generated by Cui et al [2]. It served the purpose to increase
the dataset for iris recognition algorithms. He used Principal Component Analysis(PCA)
and other techniques to improve resolution to create new iris images. There has been a
model developed by Zuo et al. [3] based on anatomy to produce iris images. Ross and
Shah [4]] exploited Markov Random Field to make the texture and features of fake iris
images. Galbally et al. [1]] has reproduced iris from the feature template. They also did
successful matching to real iris images. Figure 2.1 shows some produced fake iris images

from Synthetic DataBase by Galbally et al. [1]]. However, we can observe that the fake iris

do not follow the real iris and turn out as fraudulent.

NP LT

Fig. 2.1: Sample images from Synthetic DataBase [1]



2.1.2 Using Neural Networks

There has been rapid advancements in image generation by way of neural networks. Some of
the most popular methods for image generation are Fully Visible Belief Networks (FVBN),
Variational Autoencoders (VAE), and Generative Adversarial Networks (GAN). FVBNs
such as PixelRNN produce one pixel at a time, similar to text generation and can have a
bit of noise in their output. VAEs on the other hand tend to produce very smooth outputs.
VAE:s are used to generate images having specific features. Current GAN methods are per-
ceived to produce the best results with fewer artifacts than FVBNs and sharper images than

VAEs

2.1.3 Generative Adversarial Networks

GANSs [5] have achieved remarkable results in image generation. They consist of a discrim-
inator and a generator. The generator’s task is producing fake images and the discriminator’s
task is to give a score to an image whether it’s real or not. They are trained together simul-
taneously trying to out-perform each other. A lot of variety of GANs have been published

till now.

2.2 Fingerprint Spoofing

Roy et al. [6] studied the vulnerability of fingerprint-based biometric systems that have small
sensors for authentication and therefore only scan part of the fingerprint. They found these
systems are highly susceptible to a type of presentation attack that is known as a wolf attack.
A ”wolf” is a biometric sample, real or synthesized, that impersonates multiple subjects
biometrics. Roy et al. [6] showed that there exists synthetic fingerprints that can match for
many fingerprints in a dataset. Their method represents fingerprints as minutiae templates.
Many fingerprint identification systems will first identify the minutiae in the fingerprint and
then compare them to the minutia template saved in the system.

With the help of GANs we would generate images directly instead of working at the

minutia level which is better as it would generate actual synthetic images which would also



Fig. 2.2: (a) A complete fingerprint (b) parts of a fingerprint which could be scanned by the
sensor

work for the systems which don’t use minutiae templates.

2.3 Image-to-Image translation

Image-to-image translation was first thought and implemented by Hertzmann et al.s Image
Analogies [7]. Non-parametric texture model [9] was used on a single input-output training
image pair. Pix2Pix implemented by Isola et al. used a Conditional GAN to learn
a mapping from input to output images. Using related approaches people have developed

models to produce photos from sketches and coloured photos from black and white photos
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Chapter 3

Model Implementation and the Work

done

3.1 Generative Adversarial Networks

GANSs are a impicit type of generative models that learn to generate images in a semi-
supervised fashion. There are two parts to GAN; a generator and a discriminator. Figure 3.1
is the basic model of a GAN. The generator is a neural network that takes random noise as
an input and outputs an image. The discriminator is also typically a neural network, it takes
an image as an input and classifies it as real or generated. We studied some of the GAN:Ss,
found which would work on our biometric data and finally experimented with them. The

GANs we studied were DCGAN, CGAN, BEGAN,Pix2pix and CycleGAN.

Backpropagation

7 ,~~"" " Fake images X’

— : el Fake?
E _ JGenerator »8& @ Discriminator o
— A5
Z ~N(p,0) Real images X

’
3
<

Fig. 3.1: GAN Model



GAN objective:

rrgn mDax V(D,G) = Ey'ppaollog D(X)] + E,, »[log(1 — D(G(2)))] (3.1)
Here:

e 7z: Random noise

G(z): Generated Image

x: Real Image

D(x): Discriminator Score on Real Image
e D(G(z)): Discriminator Score on Generated Image

The generator and the discriminator a play a game of min-max with each other. The gener-
ator tries to maximise V(D, G) and the discriminator tries to minimise it.

We had to adjust hyperparameters, network architecture and training procedure for dif-
ferent datasets. After shifting from CelebA dataset, things were adjusted to incorporate
different type of data. The GANSs gave better results in case of fingerprints as compared to
the iris dataset. We worked on DCGAN and BEGAN on a lot of datasets and produced huge

quantity of biometric images.

3.2 CycleGAN

CycleGAN learns to translate an image from a source domain X to a target domain Y in
the absence of paired examples [10].We use two different fingerprint sensors data as two
different domains and try to learn the mapping between them. It consists of two GANs
coupled together to learn mapping between the domains. It contains cyclic loss as well as

adversarial loss.
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Fig. 3.2: CycleGAN Model

The generator of the CycleGAN consists of three parts- encoder, transformer and de-
coder. Earlier, we were using UNet model in Generator but the generator was failing to
produce the fingerprints. So after that we implemented the ResNet Model which consists of
150 layers.

We have many datasets of fingerprints from different sensors. However their sizes are
different and also quality of the fingerprint varies a lot from sensor to sensor. Pix2Pix is
a Conditional Generative Adversarial Network which is used to generate images from one
domain to other with the help of paired-datasets of the two image domains. If we could
run Pix2Pix on fingerprints of two different sensors we could learn the mapping of how to
convert one type of fingerprint to the other type. However, currently we don’t have fin-
gerprint data of same subject from two different sensors.This problem could be solved by
CycleGAN.

The CycleGAN could convert a fingerprint from a low cost sensor to that of a high
quality sensor. So for collecting data which happens at many places we could use cheap
sensors and convert the fingerprint to that of high quality sensor and store in the database.
So that when the fingerprint is verified from a high-quality sensor at some different place it

matches the fingerprint present in the database. The CycleGAN could also convert a latent

10



fingerprint to a different type which makes matching possible.
We used three different types of fingerprints for domain transfer to be learned by the
CycleGAN. We segregated the data into training and testing. The testing data was used in

fingerprint matching algorithms.

3.3 Siamese Network

Siamese neural network has the objective to find how similar two comparable things are
[11]]. It contain two or more identical sister networks. The sister networks have the same
configuration with the same parameters and weights. Parameter updating is mirrored across

both sister networks.

Output

f

Contrastive Loss

Sister Network #1 Sister Network #2
Weights

Input 1 Input 2

Fig. 3.3: Siamese Network Model

We trained a Siamese Network on Lumidigm and Futronics fingerprint images using two
types of losses- contrastive loss and triplet loss. Triplet loss is known to be a better method
to train a Siamese Network and it takes a lot of time to train also. During training, we take
a batch of three images. We set one of them as an anchor and set the others as positive or
negative depending upon the similarity. The similarity between the anchor and positive can
be lesser than the similarity between the anchor and the negative must be low. What we

do during training is we try to bring the anchor and positive image closer and anchor and

11



negative farther in the embedding space.

Negative f \Or\b/

Anch?r_ @ " LEARNING e
o *— Negative

—® Anchor ’O
Positive Positive

Fig. 3.4: Triplet loss training

3.4 Siamese-CycleGAN

The CycleGAN consist of cyclic loss in addition adversarial loss. What we propose is adding
a trained Siamese network to the generators to incorporate an additional Siamese loss. Each
generator is now trained using adversarial loss from the gradients of the discriminator, cyclic
loss from the reconstructed image produced by the other generator, and the Siamese score
from the trained Siamese network.

The code for merging the CycleGAN and Siamese network was written in Tensorflow
Slim API. We created inference function which we would call to get the embeddings of
an image we want. We then calculate the Siamese score which is the eucledian distance
between the images. The score is added to the generator loss. While training the GAN we

don’t update the weights of the Siamese Network.

12



Chapter 4

Exerimental Studies and Results

Generative Adversarials Networks were proposed in 2014 and since then a lot of work has
been done upon them. There have been a variety of GANs published which follow the same
basic principal of adversarial loss. We studied some of the GANSs, found which would work
on our biometric data and finally experimented with them. The GANs we studied were

DCGAN, CGAN, BEGAN and CycleGAN,

4.1 DCGAN on CelebA Dataset

We implemented DCGAN in Keras, Python and wanted to check whether it produced any

fruitful results. So we took a simple dataset(CelebA) to test the code.
e Training Data: 20,000 images
e Optimiser: Stochastic Gradient Descent
e [earning Rate: 0.0005 momentum: 0.9
e Loss: Binary Cross-entropy

The training data had positions of eyes at same position in each image. DCGAN also

learned to produce descent images having eyes at same position.

13



Fig. 4.1: Images produced by DCGAN implementation on CelebA dataset
4.2 DCGAN on Secugen Dataset

After CelebA datset we worked upon our biometric data. Secugen dataset consists of low

quality fingerprints obtained from a low cost sensor.
e Training Data: 10,000 images
e Optimiser: Adam
e Learning Rate:0.00001, betal=0.9, beta2=0.999

e Loss: Binary Cross-entropy

i i ten
A w -2 "=.
i .:ﬂ-'

Fig. 4.2: Training dataset(on top), Images produced by DCGAN implementation on finger-
print dataset(on bottom)

The GAN failed to create ridges in the fingerprints(Figure 4.2). The generator only

learned that there is some black portion in the middle and the rest is white.

14



4.3 DCGAN on Lumidigm Dataset

Lumidigm dataset consist of high quality fingerprint images taken from a high-cost sensor.

Unlike Secugen dataset, the fingerprints were of same shape and size.
e Training Data: 14,000 images
e Optimiser: Stochastic Gradient Descent
e [earning Rate:0.00001, betal=0.9, beta2=0.999

e Loss: Binary Cross-entropy

Fig. 4.3: Training dataset(on top), Images produced by DCGAN implementation on finger-
print dataset(on bottom)

The DCGAN performed good and produced ridges in the fingerprints(Figure 4.3). After
certain iterations, the DCGAN suffered from mode collapse and started producing similar
images. To check the uniqueness, features were extracted from each generated fingerprint

and matched with the whole training dataset to find the closest matching real fingerprint

using NFIQ code which is used for fingerprint analysis. The results were stored in text files.

Fig. 4.4: Training dataset(on top), Images produced by DCGAN implementation on Lum

fingerprint dataset(on bottom)

We used NIST Biometric Image Software to match fingerprints. First minutiae of both
real and fake fingerprints were extracted. Fingerprints are matched upon the score given by

no. of minutiae found same in both the fingerprints.
e On an average 50 minutiae are extracted from both real and fake fingerprints

15



e When fake fingerprints were matched with real ones, an average score of 40 was

obtained.

e When fake fingerprints were matched within themselves the score ranged from 4 to

490.

4.4 DCGAN on Iris dataset

Iris dataset is available in two forms. The first dataset consist of grayscale images of iris.
The first contain around 10,000 images of iris and the second dataset consists of 784 images

is in the form of iris strips containing radial information of the iris.

Training Data: 10,000 images

Optimiser: Stochastic Gradient Descent

Learning Rate:0.00001, betal=0.9, beta2=0.999

Loss: Binary Cross-entropy

Fig. 4.5: Images produced by DCGAN implementation on iris dataset

The DCGAN didn’t work well in the case of iris images(Figure 4.5). The reason might
be that the training dataset didn’t have fixed position of pupil in the images and we have
cropped the images approximately at the centre.

The second dataset consist of iris strip images. The strip contains radial information of

the iris. They seem to have complex patterns to naked eyes.

e Training Data: 784 images
e Optimiser: Stochastic Gradient Descent

16



e [earning Rate:0.00001, betal=0.9, beta2=0.999

e [oss: Binary Cross-entropy

Fig. 4.6: Training dataset(on top), Images produced by DCGAN implementation on iris

strip dataset(on bottom)

The iris strips produced blurred images having blocks in the images. The DCGAN failed

to learn the intricate features of the iris.

4.5 CycleGAN on Lumidigm and Palm Dataset

We implemented CycleGAN on Tensorflow, Python. We had chosen two different domains

to learn domain tranfer.
e Training Data: 7600 images
e Optimiser: Adam
e Learning Rate:0.0002, betal=0.5

e Epochs: 20

17



(a) Figure A (b) Figure B

Fig. 4.7: Fig A: finger2palm, Fig B:palm2finger

The code took 3 days to run. The CycleGAN learned to make palm prints from finger-
prints but the reverse was not that good(Figure 4.7). It could be because the fingerprint has
much intricate pattern which is difficult to learn which is not possible to be learned from the

less complex palm prints.

4.6 CycleGAN on Lumidgm and Secugen Dataset
The Secugen has poor quality of fingerprints as compared to Lumidigm Dataset.

e Training Data: 5000 images
e Optimiser: Adam
e Learning Rate:0.0002, betal=0.5

e Epochs: 115

The code took 4 days to run. The CycleGAN learned to make high-quality Secugen
fingerprints from the Lumidigm fingerprint(Figure 4.8a). The fingerprint produced seems
that it belonged to same subject from which the Lumidigm fingerprint was obtained. The

CycleGAN learned to map the points from where ridges were curling. However, it failed to

18



(a) Figure A (b) Figure B

Fig. 4.8: Fig A: Lumidigm2Secugen, Fig B:Secugen2L.umidigm

learn the reverse mapping(Figure 4.8b). It could be because the Secugen fingerprints are of
poor quality and could not be useful for the CycleGAN to learn the complex features of the
Lumidigm fingerprint.

da_loss
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(]

Fig. 4.9: Graphs showing Discrinator loss (on top: Lumidigm, on bottom: Secugen) with

course of training. On Y-axis: Discriminator loss value, on X-axis: no. of steps in training

The graphs(Figure 4.9) were taken in real-time with the help of TensorBoard. It shows

19



that loss Discriminator of Lumidigm fingerprint decreases with training as it easily discrimi-
nates the real and fake because of poor performance of Generator producing fake Lumidigm
fingerprints. However from the graph of Discriminator of Secugen we observe that the loss
doesn’t decrease but insead fluctuates. We can infer that the discriminator faces difficulty in

discriminating real and fake Secugen prints.

4.7 CycleGAN on Lumidgm and Futronics Dataset
The Futronics dataset has better quality fingerprints than Secugen but not than Lumidigm.

e Training Data: 7600 images
e Optimiser: Adam

e [earning Rate:0.0002, betal=0.5

(a) Figure A (b) Figure B

Fig. 4.10: Fig A: Lumidigm2Futronics, Fig B:Futronics2Lumidigm

The CycleGAN took a lot of time to produce good images. It recognised the circular
shape of Lumidigm fingerprints. In early iterations the fingerprints were having a dot of
white colour which it learned from some training image, suffered from mode collapse and it

produced in the test images.

20



4.8 Siamese-CycleGAN on Lumidgm and Futronics Dataset
We modified the CycleGAN to incoporate a Siamese Network.

e Training Data: 7600 images
e Optimiser: Adam

e [ earning Rate:0.0002, betal=0.5

(a) Figure A (b) Figure B

Fig. 4.11: Fig A: Lumidigm2Futronics, Fig B:Futronics2Lumidigm

We ran the code for few epochs and the results were quite good as compared to the previ-
ous experiments. The Siamese loss helped the CycleGAN to learn to make better Lumidigm

fingerprint images.

4.9 Biometric Evaluation of fingerprints produced

The fingerprints produced in the Section 4.7 and 4.8 were analysed using two methods-
using trained Siamese network to calculate scores and using Minutiae Cylinder Code to find

similarity. We generated text files comparing different fingerprints:

e Lumidigm Real v Lumidigm Real

e Lumidigm Real v Futronics Real

21



e Lumidigm Real v Lumidigm Generated

For each text file the records were stored in following manner:

Table 4.1: Results of Fingerprint Matching

| Subject 1 | Pose 1 | Subject 2 | Pose2 | Genuine/Imposter | Score

Each subject had 6 poses. We labelled "1’ for genuine(meaning same subjects) and zero
for imposter(meaning different subjects). The results were analysed by setting a threshold
score and value and measuring the percentage of correct fingerprint matching. It was found

that incorporting Siamese loss had better performance.

e False Acceptance Rate(FAR): Proportion of impostor attempts that are falsely de-

clared to match a template of another subject.

e False Rejection Rate(FRR): Proportion of genuine attempts that are falsely declared

not to match a template of the same subject.

e Correct Recognition Rate(CRR): Proportion of correctly matched subjects.

We calculated fingerprint matching scores using two methods:

- Minutiae Cylinder Code

We extracted minutiae from the real Lumidigm fingerprints and created a database. The
other fingerprints were matched with the help of this database.

- Trained Siamsese Network

We trained a Siamese Network on real Lumidigm fingerprints and used it to calculate
similarity score between two fingerprints.

Table 4.2: CRR on different matchings
lumR _futR | lumCG_lumR | lumSCG_lumR

MCC 52.77 7.73 37.7
Siamese | 2.7 10 10.5

From the table we can observe that Siamese-CycleGAN had better performance than the
CycleGAN. In case of MCC matcher we had lower CRR the Futronics dataset but in case of

Siamese Checker, Siamese-CycleGAN had the best performance.
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Fig. 4.12: Genuine Score vs Imposter Score frequency histogram on Lumidigm dataset,

Siamese-CycleGAN

The two distributions should be separate enough so that a threshold could be set to iden-

tify genuine and imposter attempts. A good threshold minimises FAR and FRR. All the
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histograms generated on different datasets were roughly similar.
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Chapter 5

Conclusion and Future Work

Conclusion:

After gathering and analysing the results from all the experimentation, we infer:
e DCGAN could be used to create fake fingerprints having unique minutiae.
e The quality of the fingerprints depend upon the quality of the training data.

e We require better training data is required for iris images so as DCGAN can learn

properly.
e Fingerprint Domain Adaption is possible with the help of CycleGAN

e Secugen fingerprints produced by the CycleGAN were better than even the training

dataset.

e Lumidigm fingerprints produced from Futronics were better as compared to the ones

produced from the Secugen fingerprints

e Adding Siamese loss to the CycleGAN improved its performance.
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Future Work:
e Changing the network models for different image sizes of fingerprints
e Training Siamese Network on other fingerprint domains

e Training Siamese-CycleGAN on other fingerprint domains
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